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Incident: a problem, kicked off by an alert, that could negatively impact 
your paying customers, your employees, and/or the stakeholders inside 
or outside of your organization.

The Incident Management Buyer’s Guide

From first alert through final retrospective.
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In This Guide You Will:

Learn the definition, rationale, and stages of modern 
incident management

Identify your team’s biggest problems and where 
you fall on the adoption curve

Access additional education on topics like ChatOps 
and Blameless Post Mortems

Take away key questions and next steps for 
evaluating tools for Modern Incident Management
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Alerting is Only 
the First Step
In the past, teams handled incidents:

1. By receiving emails generated from   
 monitoring tools

2. By cobbling together a homegrown alert  
 process using a variety of tools

3. Through a Network Operations 
 Center (NOC)

But once on-call teams get notified, then 
what? How can they investigate and resolve 
incidents more effectively? Traditional 
methods stopped here.

Modern Incident Management 
is Imperative

Modern Incident Management is a process in 
which teams learn to resolve incidents faster to 
help minimize the impact of downtime and speed 
innovation.

Until recently, on-call teams were considered a mere 
support function. Only a chosen few had insight 
into what kept the machines running, and served 
as lone rangers with cumbersome management 
processes that slowed problem resolution. These 
methods were woefully inadequate for handling 
customer expectations today.

Why is Modern Incident Management evolving now? 
Many industries have taught customers to expect 
new features daily on lightning fast service that runs 
24/7. They expect innovation, uptime, and rapid 
responsiveness—qualities that are new to traditional 
businesses. These customers have the power to 
tell the world about any negative experiences and 
switch to competitive offerings.
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Investing in the Full 
Lifecycle Delivers a Key 
Competitive Advantage

 More advanced companies use historical incident data 
to proactively prepare teams to resolve events faster, and 
for preventing those events in the first place. This in turn 
becomes a competitive advantage as highly functional 
“on-call” teams help protect revenue loss, maintain brand 
reputation, and drive customer satisfaction.

The Negative Economic Impact of Downtime

For the Fortune 1000, the average total cost of unplanned application downtime per year is $1.25B to 
$2.5B. The average hourly cost of an infrastructure failure is $100,000 per hour. The average cost of a 
critical application failure per hour is $500,000 to $1 million. (    Source: IDC)

Read      Why You Need Real Time Incident Management for more comprehensive costs of downtime, 
ranging from brand reputation to customer churn. Then share it with your organization.

http://info.appdynamics.com/rs/appdynamics/images/DevOps-metrics-Fortune1K.pdf
https://victorops.com/downtime-data-download/
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A Quick Survey
Help us understand your organization so we can guide you better.

1. What are you currently using to manage alerts?

 a. A shared pager

 b. ServiceNow, Remedy, or other ITSM platform

 c. xMatters

 d. We built our own custom critical alerting solution

 e. We use a critical alert notification tool: (which one?)

 f. We cobbled together several collaboration tools to deal with alerts, using a wiki, a 
  Sharepoint solution, Slack, and/or other tools

 g. None of the above. We do this:

3. Which of these problems stand out the most in your organization?

 a. Too much alert noise

 b. Disorganized communication

 c. The wrong people are alerted

 d. We’re unprepared for a crisis

 e. Delivery cycles are too slow

 f. We repeat previous mistakes

 g. We have siloed communication

 h. There is a culture of poor empathy and lack of learning

2. Where does your organization put the focus on managing alerts?

 a. In IT or Operations as part of a Network Operations Center (NOC) or Service Desk

 b. With application services teams focused on customer success

 c. Both a and b

 d. Somewhere else (where?)
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What is DevOps?

DevOps is the practice of making your company 
more efficient by creating more empathy among 
teams. It’s a culture that leads to continuous 
software delivery from more collaboration, 
measuring and improving processes, getting 
customer feedback, and focusing on greater 
transparency.

If you answered e, f, g, or h on Question 3, then 
you are likely working on improving your 
DevOps practices.
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Real Time Incident 
Management Maturity
Where does your organization fall along this continuum?

Reducing Mean Time to Resolution (MTTR) requires strong 
collaboration and feedback loops between delivery and 
operations teams. This culture of learning is fundamental 
to modern incident management and excellent 
DevOps practices.

INCIDENT MANAGEMENT MATURITY

M
E

A
N

 T
IM

E
 T

O
 R

E
S

O
L

U
T

IO
N

 (
M

T
T

R
)

Chaos/Reactive
• No operational stack awareness

• Poor collaboration between 
   Dev & Ops

• No standardized 
   communication

• Roles and responsibilities
   ill-defined

• Lack of consistent remediation      
   processes

Tactical
• Some defined processes & roles

• Segmentation of functional      
  roles

• Collaboration in crisis

• Some monitoring & alert 
   instrumentation

• Understood crisis 
   communication protocols

Integrated
• Instrumentation of key health   
   indicators

• Documented processes across     
   the lifecycle

• Technical collaboration across all 
   incidents

• Consistent real-time 
   communication practices

• Departmental retros after critical  
   incidents

Strategic/ Holistic
• Full stack awareness via 
   automation

• Targeted, reportable, proactive   
   communication

• Proactive empathy across 
   delivery lifecycle

• Consistent continuous learning

• High collaboration among all 
   stakeholders
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The Modern Incident Lifecycle Has Six Distinct Stages

Today’s teams must manage the incident across the entire lifecycle—folding in preventative information 
before the alert, managing triage and investigation, and dealing with the aftermath.

Alerting
7 minutes

Triage
32 minutes

Investigation
80 minutes

Identification
24 minutes

Resolution
14 minutes

Documentation
25 minutes

Alerting Mean Time to Resolution (MMTR)

VictorOps’s Unique Differentiators:VictorOps and Competitors:
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Key questions to ask:

Take the first step toward documenting how to fix 
the problem. Read the VictorOps guide to     
    Minimum Viable Runbooks & Other Ways to 
Build your Incident Management Strategy.

Stages 1 and 2: Alerting and Triage

Alerting is the most traditional view of what it means 
to be on call. This includes the initial alert as well as 
ways to programmatically escalate and triage alerts 
to other individuals or teams.

In these initial steps, the best on-call teams avoid 
alert fatigue and speed up resolution by making 
sure the right people are notified, that alerts are 
intelligently adjusted for severity, and that they link 
to helpful information for resolving the problem 
as quickly as possible. This is a major focus in 
VictorOps, which offers the     Incident Automation 
Engine, a blended model of proactive alert 
annotations and rules-based routing.

Stage 3: Investigation

For most on-call teams, investigation is the bulk 
of the work, and the bulk of the time. During this 
stage, teams need to gain situational awareness as 
quickly as possible to begin resolution. The platform 
you choose must pull together systems, people, and 
knowledge to provide a single source of truth.

Stages 1 and 2
 • Intelligent alerting! Does the solution    
  have a fully customizable way to make   
  sure the right people are alerted, and that   
  relevant information is attached to    
  help teams fix problems faster?

 • Does the solution offer a mobile app that   
  provides full situational awareness and all   
  functionality that the web tool provides?

 • Can alerts be adjusted for severity?

Stage 3
 • Does the solution provide a single view   
  of all activities (called a Timeline in    
  VictorOps) including all alerts, paging,   
  team chat, and investigation activities tied   
  to that incident?

 • Is the timeline fully functional in the    
  web application?

 • Do users have symmetric access to    
  information whether they are on mobile 
  or web?

 • Does the solution automatically show   
  relevant information for resolving    
  the incident, like links to runbooks, graphs,  
  and annotations?

https://victorops.com/wp-content/uploads/2015/12/MVR-121415-2.pdf
https://victorops.com/wp-content/uploads/2015/12/MVR-121415-2.pdf
https://victorops.com/wp-content/uploads/2015/12/MVR-121415-2.pdf
https://victorops.com/incident-automation-engine/
https://victorops.com/incident-automation-engine/
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Key questions to ask:

 • Can a user see a list of team members who are currently online and available to assist?

 • Does the solution support private chat between team members within the application?

 • Does the solution support bi-directional integrations with horizontal chat platforms, such as
  HipChat and Slack?

Stages 4 and 5: Identification and Resolution

When on-call teams collaborate to solve a problem, the firefight begins with a rapid and sometimes chaotic 
succession of messages and escalations. There are two key considerations during this stage: 1) is it easy 
for teams to collaborate, and 2) is everything visible within the team and to stakeholders so that everyone 
knows what’s going on for maximum efficiency and minimal noise.



BUYER’S GUIDE TO MODERN INCIDENT MANAGEMENT | www.victorops.com | 11

Stage 6: Documentation

Accurate and comprehensive postmortems 
help prepare for and prevent similar incidents 
from occurring. Ideally, your solution will 
automatically create postmortem reports 
with all relevant communication tracked in 
a single activity stream.

    

Key questions 
to ask:
 • Can a user specify a timeframe and report on   
  all the activities for that period, broken into   
  alerts, system actions, and chat?

 • Are postmortem reports customizable, with the  
  ability to annotate points of resolution or add a  
  summary to the event?

 • Does the solution support your team in    
  adopting best practices, such as continuous
  documentation and ChatOps?

     Check out the 
VictorOps Guide 
to Blameless Post 
Mortems.

https://victorops.com/wp-content/uploads/2014/09/Blameless-Post-Mortems.pdf
https://victorops.com/wp-content/uploads/2014/09/Blameless-Post-Mortems.pdf
https://victorops.com/wp-content/uploads/2014/09/Blameless-Post-Mortems.pdf
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Do you want your expensive developers spending time building, maintaining, supporting, troubleshooting, and 
updating an in-house solution? Consider the total cost of ownership, for which development itself is often just a 
small fraction. Wouldn’t you rather developers focus on customer-facing work? 

5 reasons homegrown solutions aren’t recommended:

1. Lack of visibility—Many in-house solutions rely on email, SMS, and a collection of cobbled-together   
 tools as a means of instilling urgency and showing transparency across all team members. The signal   
 gets lost in the noise.

2. Lack of accountability and ownership—Email responses often become overlapped and communication   
 splinters across other tools like HipChat, Skype, or Slack. The result is slower time-to-resolution and a   
 massive cleanup exercise for postmortem analysis.

3. Inflexibility to schedule changes—On-call schedules are always created with the best intentions,    
 but homegrown solutions often can’t handle the inevitable—a child’s first violin concert or an illness.   
 Homegrown solutions often leave last-minute schedule changes in the hands of individual team members.

4. Lack of contextual documentation—56% of on-call professionals say that their biggest challenge is    
 sharing contextual information (Source: State of On Call Report 2014). The top reported issue     
 for problem remediation was effective surfacing of correct internal wikis.

5. Alert fatigue—Homegrown and alert-only solutions are known for multiple factors that contribute to alert   
 fatigue: sending multiple messages without appropriate escalation paths, sending alerts to multiple    
 individuals, and failing to include contextual data to solve the problem.

Homegrown Solutions

https://victorops.com/wp-content/uploads/2014/12/State-of-On-Call-Report-2014-VictorOps.pdf
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Gartner Named VictorOps a         
     Cool Vendor in DevOps

Gartner says: Consider VictorOps if you meet the 
following parameters or usage scenarios:

 • DevOps teams looking to simplify and speed  
  operational incident management that   
  leverages ChatOps-style collaboration and IT  
  service alerting capabilities.

 • IT operations teams struggling with getting  
  the right people and teams communicating  
  and collaborating on operational issues as  
  quickly as possible.

 • IT service desk teams looking to replace   
  homegrown IT service alerting capabilities.

Your Next Steps Away 
From Painful Downtime:

Now that you understand how Modern 
Incident Management works, take the next 
steps toward getting the benefits for your 
organization. Start by diving deeper into 
these subject areas:

  Why You Need Real Time 
  Incident Management
  Minimum Viable Runbooks
  Blameless Post Mortems
  ChatOps for Dummies

Ready to see VictorOps in action? 
    Sign up for a demo with one of our 
product experts.

Then, start evaluating a solution to 
implement across your team. Start a 
conversation with VictorOps. We have a lot 
of valuable information to share. 
Email us at sales@victorops.com.

https://www.gartner.com/doc/3295519/cool-vendors-devops-
https://victorops.com/downtime-data-download/
https://victorops.com/downtime-data-download/
https://victorops.com/wp-content/uploads/2015/12/MVR-121415-2.pdf
https://victorops.com/wp-content/uploads/2014/09/Blameless-Post-Mortems.pdf
https://victorops.com/chatops-for-dummies/
https://victorops.com/request-demo/

